Zero

SECURITY

Outthink the Adversary,
Outpace the Threat

CAPABILITY STATEMENT
CORE COMPETENCIES

(¥ Red & Purple Team Operations: Full-scope adversarial threat emulation, testing
CO M PANY DATA People, Products, and Processes against advanced persistent threats.
(¥ Cybersecurity Engineering & Implementation: Design, integration, and lifecycle

support for Zero Trust, full lifecycle SOC build-outs, and advanced detection &
Business Designation: response capabilities.

Legal Name:

[« Adversarial Threat Emulation: Nation-state level tactics, techniques, and procedures
(TTPs) to validate resilience against real-world attacks.

UEI: (% Program Maturation & Hardening: Establishing and scaling Cybersecurity Operation
Centers (SOCs), incident response, and risk management frameworks.

[ Strategic Advisory & Compliance: Aligning executive vision with technical execution,
supporting mandates such as NIST RMF, CMMC, FedRAMP, HIPAA, and PCI DSS.

(¥ Cloud Security Engineering: Securing AWS, Azure, and hybrid environments through
identity, network segmentation, laC-driven controls, and continuous posture
management.

DIFFERENTIATORS

(% DNA in Federal Operations: Built on 25+ years of Department of Defense, Department

MAJ 0 R NAI CS CO D ES of State, and coalition cybersecurity experience.

@ Agility, Mobility, and Tenacity: Mission-ready to operate in austere, denied, and

CAGE Code:
DUNS:

SERVICE-DISABLED
VETERAN-OWNED
VETERAN-OWNED CERTIFIED

CERTIFIED

541512 contested environments down to the customer’s point of presence, be it on-site, in
the cloud, or at the tactical edge.

541519 (¥ Cyber Al Engineering: Building Al/ML systems for offensive and defensive cyber ops,

541511 spanning autonomous tooling, adversary simulation, and SOC automation.

[ Cleared & Certified Expertise: Personnel holding US/NATO clearances; industry

518210 certifications across offensive and defensive domains, and CMMC Level 1 compliant
(Level 2 readiness in progress).

541690 [ Veteran-Led SDVOSB: Lean, tenacious, and strategically positioned for set-aside and
sole-source contracts.

541330

990 PAST PERFORMANCE & WORK HISTORY

(v Defense Media Activity SOC Modernization Pilot (devZero Security, consulting for
ZolonTech): Designed and delivered a modernized Security Operations Center pilot
CO NTACT demonstrating detection, monitoring, and response capabilities for cloud-based DoD
web infrastructure.
Fou nder, CEO [« Department of State Red Team (via Peraton): Designed and operated advanced C2
infrastructure, breach delivery platforms, and covert comms for enterprise-scale
mike@devzerosecurity.com adversary emulation.
www.devzerosecurity.com (% Department of Defense / Combatant Command Support (via GovCIO): Delivered
cybersecurity engineering and coalition partner nation cyber capacity-building in
+1(813) 205-3303 Southwest Asia, South America, and Eastern Europe.
mike-ortiz-redsec ¥ critical Infrastructure Support (via NTG): Deployed layered defense-in-depth and
Virginia, USA Zero Trust architectures across mission-critical government networks and
communications infrastructure spanning multiple programs and theaters.
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